opentext-



o e n text ™ NASDAQ, TSX: OTEX
p A TSX-60 Company
OpenTexte 7|8 AZEQ|0 2 S2RE SR 5 flot EIM A1 AFFAIZA,
27| Lijo|0] CIofet 2 YITHS| A0 SESH AR 4 QI 17 242 AYBILICE

Lt qn
9B 13,100+ 100M
FY19 042 e AHE2f

s [H]] .
EIM 120,000 80% 60M

2alec 9 On-premise ELYS, ZZ 10000 71 Secured IDs

291 1,250+ 40

: SHAAMO| A|ZF otE L O}Z{5} O| C [T O| E

¢ =]
1044 354 3 Exabyte
22|

On-premise  sl0|EHEZ|E SLRE 2 MNA oA 27} 20| [|0|E

ope n teXt " OpenText Confidential. ©2020 All Rights Reserved. 2



OpenText Q14 7|

® NIRV Center ® Artesi @ Nstein
- a . o
NirvCentre @%lgeSla mStel n ® Acquired Select CEM and
* CCM Assets from HP
® InfoDesign ® Bluebird Systems ® IXOS Software ® eMotio ® Burntsand
INFODESIGN BLUEBIRD I<OS 2Motion S BURNTSAND @
® ANXeBusiness, ® Liaison
® SoftCor @ Information ® BRS/Search Query Server ® Vista Plus ® Spicer Corp ® New Generation Consultants LLC. (ANX)
Dimensions - . LIAISON-
gOftCO re == [uformation BRS/Search Vista Plus SPICER NewGeneration AArw _
l7—= Dimensions L/ Newlaeneratio ! WA
® Year Founded * (I\Iaf(;[l\jvsrk Software ® LAVA Systems ® Open Image ® Centrinit ® BitFlash ® Hummingbir ® Captaris ® StreamServe ® Easylink ® GXS :IQIR;C?JHI’WT’H?]CT "= e Hightail
y a®. .0 — . d . a®n Vs : ™ - — : 1
opentext- ‘ @ Open Image CENTR/NITY %% BitFlash ’"FHummingbird‘” € Captaris | 4. StreamServe  gZeasylink  © GXS = RICOMMIND HIGHTAIL

1991 1996 19938 2000 2002 2004 2006 2008 2010 2012 2014 2016 2018

1995 1997 1999 2001 2003 2005 2007 2009 201 2013 2015 2017 2019

® Odesta ® Campbell Services @ Microstar Software @ Base4 ® Gauss Interprise @ Optura ® Momentum ® \/ignette ® V\]etastor ® Resonate KT ® Informative @ Acquired Dell S @ Catalyst .
e En . Systems 2 m N, Graphics EMC’s Enterprise = -
@ Odesta q'@i%ql )IM* 8 0ase4 & Gauss Optura 004 ® ‘W VIGNETTE META&?TORME RESONATE ‘{\:\}! Cgrp)oration Content Division & Catalyst =
momentum g LEMC = o
® Intunix @ PSSoftware Solutions ® Eloquent Systems. ne ® Vizible ® weComm ® ICCM Solutions IGC DL = ¢ Carbonite .
' | |
INTUNIX Ms ﬁ VIZT BT.E wecomm® 4"' ® Actuat e Covisint " CARBONITE® -
oquen e . . u u
| proanen ACTUATE | 88 COViSINthannnansnnss
® Internet Anywhere ® TierTwo Systems ® Corechange ® Global 360 ® Cordys freBiRTCompany
N E N EEEEEEEEEEN)
oba ® Daegis ® Guidance Software =
mk® TIERTWG Global360 CORDYS Daegi " & Guidance Sof
' corechange o n .
. ]
® SER Solutions ® Operite O/aegIS ; GUIDANCE(G) =
Software, Austria _ SEEEEREEEEREREW
Operitel
® SER eGoverment corporation
Deutschland
) ® M ESSAGEmanager
OOMEA Solutions

® EDC Solutions
(x) Calendar year 7|20 2 2t 2l EfQI}QIQIL|C}. (=

OpenText Confidential. ©2020 All Rights Reserved. 3

opentext-



OpenText HQr TE=L|2L

P ror > s > e > odp > o

WEBROOT opentext® CARBONITE®

an opentext” company an opentext” company
» Security Awareness Training » Core Share « 0365 Backup

* BrightCloud Threat Intelligence « Core Signature « Server Backup

* DNS Protection * Recover

» Business Endpoint Security » Availability

GUIDANCE

SOFTWARE
an opentext  company

» EnCase Security
 EnCase Forensic
* Tableau

ope n teXt " OpenText Confidential. ©2020 All Rights Reserved. 4



OpenText E2t H| E&

ope n teXt " OpenText Confidential. ©2020 All Rights Reserved. 5




Endpoint Detection &
Response(EDR)

£, AE U MM 0] 277k

401 EDRM 7|5= Al Ssh=

- EnCase eDiscovery

HA SHMAE fIet SH=L EE,

A7 |2}
ol maA]

 EnCase Endpoint Investigator
- EnCase Forensic

« EnCase Mobile Investigator
 Tableau

ALOIH 27 ' AL, Akl TS 2 T
ANARL| Al /A= 7|SE AlSol=

sy —
E—|—|A_:|

- EnCase Endpoint Security

= EnCase A== PCOIA] otLt2] Agent= &2] 7tsoHH, 2 M|A| 2F 4T 0] PCOJl Agent 23]

opentext-

OpenText Confidential. ©2020 All Rights Reserved.




EnCase Forensic

Software
Utilities

Ch S =90 28t
OfL|2}, SIES| 02
7tA| & 2H&st7| flet
AT EQ|0]

Forensic

Bridges

SOMEE ZRSHORE
C|O{0]] CHSH ot &9l
SlEQ0] 7|2F 27| BIA]
7| (Write-Blocker)

-

Forensic
Imagers

B3 i S A0

AEA S| SHAIRS

S| ESF A Ol = A
%!—ue I AN L— J_l_l

=A| 2 o|o]E &H

N

Password
Recovery

Passware?}
EnCase”} 224510
U Z4E Slot
Brute-Force 342
SFA 7 2 ES

ol=R0f

Accessories

Chosst 13 oy
SYSERE 27/8
AXISE A O]

OF=

2A 2 Ot
A0l=

opentext-

OpenText Confidential. ©2020 All Rights Reserved.

7




EnCase Endpoint Investigator

(&) Enase Endgoint Irvestigatar Trarnng (BT 4] 290789 a w

athways = BETA Feadback

—
= [(Case[3am ase’) WiEnw ols SAF nEcript A vidence Yathvweays
_ | ®, Bvidencs ¥
- a 100% -~
-

Search Samp|ECSSE‘f| ° _%-2 7|%

Q, Indexed lterns
e - H| 22 Endpoint25E{2] K £3:

OI

EnCase Enhanced AgentE &850 ZALE Il5H=
< Escs HEA= 20| HES A0 HEE|0 QAL Y ’“-"“- £|0] U
e T2t T4 Endpoint Ol A 2 HEE 25t

Report

B s = ChFet et el OS AJ&:

Microsoft® Windows® Linux®, Apple® Mac® 2!
case UNIX® 2| &%t =IAAHZ | &ot1 U1, 26,000717}

£ Oprions
. : 2= 2HI f°'°* P21, AR W, ZAFHIAJA]
SampleCase\APFS\C [PS 6374 L5 6334 CL 2 50 125 FO 125 LE 1) Iéllt EH = iiu’ == _I_ZI:I o —|— Z-IZ I} = _l'__Z A Z
&) EnCase En - z = | — — o H re) o
- HeRA M2 5 FHO[H=z= 242 = U=
11 . Evidence ®
T O View: Entriss = = | M Bogkmark~ Goofle W Tags= i FndRelsted = [ Review Package = Raw Search Selected = | %2 Entries= & Acquire= & Process @ Device - Refresh I () AL aj] A b
4 OEl'%5 Entries Bl Table) @ Timeline & Gallery - ZI gl OIII -lL—'}HI mol -de * zl _I_ZI
D@ APFS 2 » U =
Ol C B~ & - B Sslected 261/252 = A _ E
a R Container:{6ECO0AD I 8 56, G Fil Logical ) S EuF —
s v Conmmr g MR EEEE G o pedert Endpoint AHAFO| 21 M| A| O[O 2ASIEEEE, S AL}
L_ Doggies BT 1 Jfeeventsd feeventsd 116 Folder (@) = 0O AL H skEA O|O
= Her 9702 WA ZHES £75t D £AE £ 9
_»- ¥ me:-” imks i 3 = IMG_0049 jpg iPE 2,689,162 Picture
(37 feeventsd A 4 @ IMG_0051.jpg g 2,513,095 Plcture HZ* O iH EH e — z 1 = AZI .
:} 'E“"‘”me”r;ﬁe"'s'a”f"""mﬂ 5 @ IMG_0053.jpg g 2,591,182 Picture [ — | _I—E = 7I () OI_I' o = Td
' .| BMpOra TEImis
b Fri\rate-:!ir o & - IrﬂG_ﬂnr"rLJFE JFE quq?lg?? Plerure Z 4 A I m m o
DRI Private /7 @ IMG_0060.jpg g 2,468,746 Picture .I 7 (@) A |_ El. |_|:-| El. -”7;" O-” -I
DS Work ¥ 8 @ IMG_0068jpg ing 2,931,300 Picture 7 = E = _l_E O 40 E A A
¥ 9 = IMG_0079.jpg iPE 3,270,857 Picture O IZ'I |-_’ I zE_l ( ) O:I AI O
vl 10 &= IMG_0111.pg g 4,054,724 Picture o o -= Ho — EnCase EVIdence Flle LEF E
c > = -| = -|1|-
Fields W Regort [ Tewr [ Hex B Doc [2) Transcript & Picture| Bl Console == Flle Exterits 4 Permissions [# Hash Sets B Lock o [= Condition| ¥ Filter "t EnSoriot & W 7 E Z
& Copy = Edit [= Mew M Delete Folder =
Uz

SampleCase\APFS\Container {6ECO0ADT-BEOS-B8C4D-B8Da0-ECS6ASERSSESP LA rootIMG 0053 jpg

ope n teXt " OpenText Confidential. ©2020 All Rights Reserved. 8



EnCase eDiscovery

= Firewall
<SS - '
’ -
- Desktop Chent e
_ ﬁemtc Workstation

L3

Web Services
'&J

&

EnCase eDiscovery2|
Agent= 77112 2BHA|S
A| 9151, VMHA E2 Ut

Database Scrver

HAS 2|50, Ao =
HHZ 7} 7Hs

Target

Strategic Electronics (casd 3-2012-cv-02064) Details v | Overview | Analysis | Custodians | LegalHold | Jobs | Data | Tags

Jobs dh M
Select Custodians

Q

& Computer Web Job Collection

Email Web Job Collection

D Network Share Web Job
Collection

Smith, Jack

Choose a Location

Select Collection Type

Collect full files Most complete
‘ = Collects full files on computers
— = Collects metadata

Metadata Full

Advanced

o =
= 22 Al

Catalyst?| InsightS 5&5

opentext-

Filter Content E-I=Io1_ 2I—I-H_:II%I-7." EDRM% ;-IH-I%I-jl -?_I%HQ %7-'%
e [ cter 2|10 MAFT|S skAAIZ 4= Q1= Recommind?] Axcelerate2}

S0l A=

22715
$3:
2o G50 ol SX0] &~ ATk

EndpointC 28E SHE —T—’éﬁH’_, Cfot
AAEH(O|HEY, HERT S/ 20, S2HRE

=) =25EH £ Vs

T2 Nauf HH:

2t45| AtFet=El S8 4L E CHYot f3 9]

sHA=E=8 S5 HH Y AE Vs

S/E B

ZM|A RN A el -5t S =l EnCase
Evidence File(LEF) gAlo 2 =7{= %4t

=0l Chet AE2 =4

OpenText Confidential. ©2020 All Rights Reserved.



EnCase Endpoint Security

/

c O . - F|5

=
=  Advanced ¢ 5*74‘

Open Events Investigations ALL MY

oo oo = nours s SR Endpoint=2| 2A|ZH A | 71, MITRE ATT&CK
Critical Unexpected Processes on..  Event(s) 4 days 320 Steve.Lewis 7 | I|:I_I-—O—-| 7 |E @) I- 6” _?_l % 1.||_T|o_ Dzl ()H-I 1_” (@) | EOI—
4 c

2

Utility update reated 4 days ago James.Mouzon Zo'li_ll'IO‘” _I_ u |'I_ H _l |_ -” O_II- A 6C|i | % ZII_AO_I 7|_%

. JRAIA B o 747 ot A
s & SIEM, IPS/IDS 52| &2 ME1} HAZAE|0]
I o T i SO Webroot2| BrightCloudOj|A A|Sot= 22 H&
T e A4 Y YRS HIEIC 2 H 10| L3 7HAINS
-------------- ' N SHEI5IT, 52 A (MEUA) MH|AS 5310
. ' e 0-day IH g ; of5t H = A2
- “o B souncescone 2 . 30| L

© chrome 50 COMMENT Anomalies detected @
If\I CHef EndpointO]| tiet A2|7}t 7tsotd, &l

® >

. ZO| ZALE Esl| 220]| TS Al L Actionab
’ T %;EE H 250 ZM, AHRAFZ| 21 H| A 312|0f
- CHSHER| 8 ML A8 TS

)
~
)

0

le o

Top Malicious Files

menu.pdf

notepad.exe

ope n teXt " OpenText Confidential. ©2020 All Rights Reserved.



EDR(Endpoint Detection & Response)

‘..

» - /

opentext-



LIAZ {2 S7t
60

20224771A| lE{4ll
O| B A}

— Cybersecurity Ventures

217
O i
20174, 2ot Mz 54 =
File-less &Z4 HI

— SC Media

$6=

20217 A| AtO[H

20| Olaf Azt ke

11| off

$864<
20174, 2l
InfoSecO]| CHSt H|E-

— @Gartner

— Cybersecurity Ventures

opentext’



00| PALCHE
EPPILO 2= 582

QoA T
10[A] =gt

Qp Organizations

spend $1 2B

annually
on prevention

ANCrA o
o R

Attacks °

Tens of
on your g@) OOy thousands
y TS attacks

organization

EPP

(AV replacement)
may block

up to 99%

of attacks

EPP-EDR

Successful attacks cost

$500B 22

annually

Ponemon institute 2016

I
WIRS | Ak | Yarioo

millions of
inside USB mass user
job extortion credentials
Scottrade s
FDIC | Your
millions of | Chinese | grganization

records hackers

An estimated

1%

may get through

Visibility is a critical gap
organizations report
little to no visibility in:

Kernel-level visibility

Cloud repositories

Anomalous behavior

SANS survey 2016

Only
opentext-

Sees...

f

RAT

= /

Rogue user

accounts @
@ =

* Detect

Lateral movement

@ |— | &

'
3

c
7
>

C

EDR

E Cloud

(Endpoint detection unknown threat

& response) — el
necessary L] * Forensically

for breach ransomware sound
remediation
\— %\ e Surgical
remediation
8  Polymorphic

data

EDR= AfO|H EOto| 2t = 2l

ol A A2 A
=1 2T -




Cyber Kill Chain

Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Coupling exploit with backdoor 'l C|
. . . —
into deliverable payload

Delivering weaponized bundle to the
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COMMAND & CONTROL (C2)

Command channel for remote

manipulation of victim
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ATT&CK"

M|TRE | ATT&CK Matrices  Tactics ¥ Techniques ¥  Mitigations ¥  Groups  Software = Resources ¥  Blog(#'  Contribute | Search Q

The sub-techniques beta is now live! Read the release blog post for more info.

Home > Groups > Kimsuky

GROUPS
Overview KI Msu ky

admin@338 , L
Kimsuky is a North Korean-based threat group that has been active since at least September 2013. The group

il focuses on targeting Korean think tank as well as DPRK/nuclear-related targets. The group was attributed as the ke

APT12 actor behind the Korea Hydro & Nuclear Power Co. compromise.['1Z Associated Groups: Velvet Chollima
APT16 Version: 1.0
Created: 26 August 2019
APT17
Last Modified: 07 October 2019
APT18
APT19 . . .
Assoclated Group Descriptions
APT28
APT29 Name Description
APT3 Velvet Chollima (3]
APT30
APT32 Tec h N |q ues U Sed ATT&CK® Navigator Layers ~
APT33
Domain ID Name Use
APT37
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Cyber Kill ChainZt MITRE ATT &CK &4
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Priority Definition Initial Access
Planning, Direction Execution
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MITRE ATT&CK

A EnCase® Endpoint Security

ATT&CK"

FILTER MANAGEMENT

: Name ' Real Time + Custom ! Comment

9] Q
- Advanced |1OC search

Menu.pdf 10C Filter v search for Menu.pdf Threat

- Anomaly Detection
Account Discovery [Discovery] [T1087] w https://attack mirtre.org/technigues/T1087/

Custom - Detect Headless Chrome a

Application Shimming (Command) ATTECK T1138 - Application Shimming | Persistence, Privilege Escalation

EITS Jobs ATTECK T1197 - BITS Jobs | Persistence, Defense Evasion

Credential Dumping (Invoke-Mimikatz) ATTECK T1003 - Credential Dumping | Credential Access - Finds processes that can inject or read the memory of L5A55. This rule specifically looks for instances of powershell.

Credential Dumping (other)
Hidden Files and Directories (Crmd)
Masquerading (Cmd)
Masquerading (PowerShell)
Process Injection (Other)

Process Injection (Remote Thread)

Remote File Copy (IEexec network execution)

Rundll32 (Executing OCX)
Rundll32 (5cript Execution)

[Template] Unauthorized

Accessibility Features (atbroker.exe)

Change Default File Association (reg.exe)

Command-Line Interface (Office parent)

opentext-
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ATTELCK T1003 - Credential Dumping | Credential Access - Finds processes that can inject or read the memory of L5A55. You may need to tune this rule for your environment by whitelisting ad.
ATT&CK T1158 - Hidden Files and Directories | Persistence, Defensive Evasion

ATTELCK T1036 - Masquerading | Defense Evasion - Finds Command Prompt binary in an unusual location or with an unusual file name.

ATTE&CK T1036 - Masquerading | Defense Evasion - Finds PowerShell binary in an unusual location or with an unusual file name.

ATTEZCK T1055 - Process injection | Defense Evasion, Privilege Escalation - Finds processes that inject into other processes without using 8 remote thread (e.g. code injection, thread execution .
ATTELK T1055 - Process Injection | Defense Evasion, Privilege Escalation - Finds processes that have created a remote thread (i.e. thread in another process). This is not necessary indicative of.
ATTECK T1105 - Remote Fle Copy | Command And Control, Lateral Movement - Looks for IEexec being used to download an executable payload and bypass application whitelisting.
ATTELCK T1085 - Rundli32 | Execution, Defense Evasion

ATTECK T1085 - RBundllZ2 | Execution, Defense Evasion

This is an example of an organization specific "Unauthorized" filter (this example finds usage of Tor Browser). You can create one big Unauthaorized filter for your organization or, a separate filt.

ATTE&CK T1015 - Accessibility Features | Persistence, Privilege Escalation

ATTELCK T1042 - Change Default File Association | Persistence

ATTELCK T1059 - Command-Line Interface | Execution - Looks for shells launched from unusual sources, such as Adobe or Excel.
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Company endpoints
Ir — \

Perimeter defense tools

EnCase
Endpoint
Security

A EncCase® Endpoint Security

ALERTING TOOL

® ® ® ®
<

A b-50 (BP-SEC-TEST-04) ® 10F50 > o §
PROCESSES (7) DLLs (5) COMNMNECTIONS (0) DMS (0)
Severity 1
i Process ' Instance Start Stop Path Process Type PID Size Hash
i el b Q Q a 3 a 3 Q Q Q Q
- A Malicious
FakeProcess(.exs - | FakeProcess0i.exe 201910701 11:22:48 C\FakeProcesszes Applications e480 7168 AFBEBOD
FakeProcess02.exe €= | FakeProcess02.exe 2019101 11:22:48 C\FakeProcesses Applications G488 7168 18AB9SF
FakeProcess(d.exe €~ | FakeProcess0d.exe 201910701 11:22:48 Ch\FakeProcesses Applications 6504 7168 42CABGS
FakeProcess05.exe -  FakeProcess0S.exe 2019101 11:22:48 CA\FakeProcesses Applications 6512 7168 FEEGCCE
msgpiowin3d2.sys [D @msgplowin32.inf,%GP10.5veDescd:... C\Windows\System32\drivers Drivers 0 49056 SC4320:
uaspstor.sys @ muaspstor.inf,%UASPortName%;USB.. CAWindows\System32\drivers Drivers 0 78752 28818D
LMpass.sys (D @umpass.inf,%UmPass. SVCDESCH:M. CAWindows\System32\drivers Drivers 0 14336 DEBACEE
*(?) Unknown
dump_diskdump.sys dump_diskdump.sys CAWINDOWS\System32\Drivers Drivers ] 0
dump_dumpfve.sys dump_dumpfve.sys CAWINDOWS\System32\Drivers Drivers 0 0
dump_LSI_SAS5.sys dump_L5I_SAS.sys CAWINDOWS\System32\Drivers Dirivers 0 0
EnCase.exe £+ | EnCase.exe 20191 V01 11:22:5 C:\Program Files\EnCase8 Applications 7920 35645296 D7BECB
enhkey.dll <  enhkey.d 2019/1v01 11:23:10 CAProgram Files\EnCaseg Applications 8796 447368 AZ0AECS
enstartéd.exe €= | enstarigd.exe 201910/01 11:22:26 C\Windows\System32 Applications 1052 4019712 562804z
enstartbd.exe enstarttd 2019101 11:22:26 CAWindows\System32 Services 1052 4019712 562B94:
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EnCase® Endpoint Security

FILTER MANAGEMENT

: Name ' Custom ' Comment
Create collection filter

* Collection Create JOC filter

Forensic arufacis

Create anomaly detection filter

- Anomaly Detection
Explorer
Headles Chrome - SRorabaugh
Headless Chrom - NLangfeldt

Headless Chrome

. Y NN

Headless Chrome - Agonzalez

A EnCase® Endpoint Security

PROCESSES (5 DLLs (0)

Severity T

Instance Start Stop
Q 2 3 oy

Create Anomaly Detection Filter

FLast - PSexec Service Running

®© ano <

Process Name contains

Searches for PSexec Service Running

ADD RULE ADD GROUP

RREX X

CANCEL

2) ANOMALY-481 (SEC-W2K16-TRGT)®

DNS (0) ~ .@.
N
X Additional Details

Pro«
PROCESS powershell.exe

MALWARE FAMILY

Anomalies Found

opentext-

OpenText Confidential. ©2020 All Rights Reserved.

25



Threat Intelligence

Perimeter defense tools

I

opentext-

ALERTING TOOL

Threat Intelligence

Reputation

Threat scoresl I :
analysis

EnCase

Company endpoints

WEBROOT

an opentext” company

A A -SPLUNK-1-7 (SEC-PH01-01.Y5.GS) ()
DLLs gvenTID Anomaly-3388 CONNECTI
BROWSER TIME 201810723, 1553:04 (UTC-07:00)
IP/HOST 123.23.23.123 f S-E[—PhD'I-D‘I.j,JS.ESI
P, 0s Windows 2012 R2 PID
MACHINE TYPE Server
Q Q
TIME ZONE BIAS -7
THREAT SCORE 100
C: SOURCE 'Hourly HR department' Anomaly 0
| scan _
C: 2824
SOURCE SCORE 20
C SCAN TYPE Enhanced 2824
! COMMENT Anomalies detected 2833
c- VIOLATIONS process hacker 2848
T CalreDrnroccoc Sonrdiratinenc I8
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Ael R A=

Perimeter defense tools Company endpoints

EnCase
Endpoint
Security

I
|
|
I
:
|
|
ALERTING TOOL

EnCase® Endpoint Security

INVESTIGATION - FIRSTINVESTIGATION

Isolations

Isolation Status T

Host Job Status Alerts

Q

- Isolation Status: Isolated

{ev-hil
LPEN -1

g

~ |solation Status: Not Isolated

aevouna-os. gs
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D View: Entries* [ ~ [0 Bookmark~ Gotofle, W Tags~ [3 Review Package~ Raw Search Selected t* Entries* < Acquire~ M Process @ Device~ Refresh
« D% Entries “| B Table @ Timeline & Gallery
« DLIE [192.168.137.11-0-HDD " -
005 C BE = |& « [ Selected 0/387749 =
o1 $Extend . , File Logical -
Name Re Folflgn : Cate:
DL $Recycle.Bin . m . . Ext Size '
D[] Boot O 1 $AttrDef 2,560 Unknown
D; - Documents and Settings (1 2 B $BadClus 0 Unknown
D15 PerfLogs
D)% Program Files ] 3 $BadClus-$Bad 32,209,104,8... Unknown
OLI% Program Files (x86) 1 4 B $Bitmap 982,944 Unknown
DU ProgramData 1 5 B $Boot 8,192 Unknown
OLI% Recovery .
D)0 System Volume Information - 6 $Extend 656 Folder
D)W Users 1 7 B S$LogFile 43,941,888 Unknown
s DO Win::m 1 8 B $SMFT 241,958,912 Unknown
L1 addins
DO appcompat 0 9 $MFTMirr 4,096 Unknown
NI ArnnbParrh ¥IM 1n & ¢Rarvrla Rin Rin 4 NaGR  Windmax v
< > < >
Fields M Report @ Text| ) Hex B Doc (8 Transcript & Picture B <« & [@ () Lock 4 [= Condition ¥ Filter *: EnScript Decodel ® Tag
& Options "A Codepage* A TextStnle~ M Find | @ T Compressed View = & = @ 100%~ | [ Bookmark =
000000000 ~ Text ~|| 32-biti
000000023 Dicture
000000046 10 00 00 00 [F 00000060 |96 3
000000069 88 Imagers
000000082 [ 8-bitinteger
000000115 b [3 16-bitinteger
000000138 ) 16-bit big-endian
000000161
000000124 [ 32-bit integer
000000207 [ 32-bit big-endian
000000230 [} 64-bitinteger
000000253 D 64-bitbig-endiar
000000276 '
000000295 Dates
000000322 BO 00 00 00 70 00 00 00 Ol v Windows v »
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EnCase eDiscovery
A SRS Sl 2 s B
S/1=0 Chgt 2&

7~ O\

Single Agent
Architecture

ZA}

EnCase Endpoint Investigator
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1
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EnCase Endpoint Security
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ope n teXt " OpenText Confidential. ©2020 All Rights Reserved. 29



F{E| = HO} opentext’ | Security

L L L

0 - :
S
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EnCase Endpoint Security

Endpoint@ 2 £LE{ ZtH 2|5t
b/ Et+7] off 4 %:-DIE _JI\_ZEII!I- AEIAI?_I- EI"I E-IEOI 7|%

¢ TR ol U W) 7| R A

- MITREATT&CK= 7|2f2 = of O]af 42| FHA]

« SANS “Find Evil” 7|dt2| O|AF S| EtZ|

MEL0AM = FAI7LH7tS
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https://resources.opentext.com/
security_webinar_kr
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